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Destin. ]
Source IP =

De: Elilely] Devices using
Protocol Description
ort rule

HTTPS and WSS for
signalling and
messaging.
If your firewall
supports DNS
Your
ANY 443 TLS resolution, or you are All
networks
using a proxy; use
these Webex Teams
URLs to white list
access to Webex
Teams services.
Video Mesh
Video
Secure Cascade Node cascade
Mesh ANY 444 TCP ) - ’ ‘
Signalling signalling to
Node
Webex Cloud
Video
Video Mesh
Mesh ANY 123 UDP Network Time Protocol
Node NTP
Node
Video
Video Mesh
Mesh ANY 53 uUDP Domain Name System
Node DNS
Node
See Webex
Secure audio, video.
Your Teams IP
5004 (1) UDP SRTP Content sharing on All
Networks subnets for
Webex Teams devices
media

Used for secure
content sharing on
See Webex Webex Teams desktop
Your Teams IP and mobile apps.
5004 TCP SRTP All
Networks subnets for Also serves as a
media fallback transport for
audio and video if UDP
cannot be used.
Used as a fallback
See Webex
transport for audio, Webex Teams
Your Teams IP TLS/HTTPS .
443 video and content desktop and
Networks subnets for SRTP . . "
. sharing if UDP and mobile apps
media
TCP cannot be used.
Secure audio, video &
Video
See Webex content sharing media
Mesh Video Mesh
Teams IP from Video Mesh Node
Nodes in 5004 UDP SRTP Node Cascade
subnets for to the Webex Cloud
your . connections
media (TCP also supported,
networks
but not recommended)
SIP calls to or
from Webex
See Webex
Teams,
Your Teams IP Secure audio, video & | )
33434-33598 | UDP SRTP . ) including
Networks | subnets for content sharing media
Hybrid Call
media X
Service
Connect

** If you configure a local NTP and DNS server in the Video Mesh Node’s OVA, then ports 53 and 123 do

not need to be opened through the firewall.
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1 64.68.96.0/19 (CIDR) or 64.68.96.0 - 64.68.127.255 (net range)
66.114.160.0/20 (CIDR) or 66.114.160.0 - 66.114.175.255 (net range)
66.163.32.0/19 (CIDR) or 66.163.32.0 - 66.163.63.255 (net range)
170.133.128.0/18 (CIDR) or 170.133.128.0 - 170.133.191.255 (net range)
173.39.224.0/19 (CIDR) or 173.39.224.0 - 173.39.255.255 (net range)
173.243.0.0/20 (CIDR) or 173.243.0.0 - 173.243.15.255 (net range)
207.182.160.0/19 (CIDR) or 207.182.160.0 - 207.182.191.255 (net range)
209.197.192.0/19 (CIDR) or 209.197.192.0 - 209.197.223.255 (net range)
216.151.128.0/19 (CIDR) or 216.151.128.0 - 216.151.159.255 (net range)
114.29.192.0/19 (CIDR) or 114.29.192.0 - 114.29.223.255 (net range)

11 210.4.192.0/20 (CIDR) or 210.4.192.0 - 210.4.207.255 (net range)

12 69.26.176.0/20 (CIDR) or 69.26.176.0 - 69.26.191.255 (net range)

13 62.109.192.0/18 (CIDR) or 62.109.192.0 - 62.109.255.255 (net range)

14 69.26.160.0/19 (CIDR) or 69.26.160.0 - 69.26.191.255 (net range)
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Test Results

Vﬁ\ App

N
W)

Room System

() cal

Cisco Spark Network Test

»
a

® TCP Delay

® TCP Download speed

® TCP Upload speed

@ UDP Jitter (delay variation)

® UDP Loss Rate

Passed

83.65 ms

48.69 Mbits/s
117.17 Mbits/s
Passed

74.50 ms

¥1.04ms $16.74 m

40.14% 40.09%

Retest | Copy Results to Clipboard | More Details
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[TCP Connectivity] (CBULT TelePresence OF A (CHER
TCPRh— hZEB U TR Y —EX(TIEHRNTLWDRC E

Bandwidth
Lossrate
. Test Results
Point.4
Room System
Call

[UDP Connectivity] [CHUT TelePresence OFRA (CHETR

Your Public IP Address

UDP /R— hEBU TR Y —ERCEHEINTNB T &

TCP Delay
TCP Download Speed

TCP Upload Speed

Web Proxy 7T LTLVZD TCP/UDP M&R— MHIZRR
SN TULRWEE (FEiRY D — 0853 S HEaEki®
BEEHRL T, il

UDP Upload Jitter
UDP Download Lossrate

UDP Upload Lossrate
UDP Download Bitrate

e . . UDP Upload Bitrate
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Mon, 26 Feb 2018 04:48:59 GMT
Cisco Spark Network Test v1.0
Chrome 64.0.3282.167 on OS X 10.13.3

@ Good [ @ Poor
<=100ms 100~300ms >300ms
>=2Mbps 100Kbps~2Mbps <100Kbps
<=1% 1%~20% >20%
Successful

Successful

Successful

Wi-Fi / Wireless (reported by user)
64.104.44.102
Tests
HTTPS port 443 to Igtservice-web.wbx2.com
HTTPS port 443 to uds.huron-dev.com
HTTPS port 443 to gds.huron-dev.com
HTTPS port 443 to idbroker.webex.com
HTTPS port 8443 to callcontrol.huron-dev.com
HTTPS port 5061 to Iqtservice-web.wbx2.com
HTTPS port 33434 to Iqtservice-web.wbx2.com
HTTPS port 5004 to Iqtservice-web.wbx2.com
83.65 ms
48.69 Mbits/s
117.17 Mbits/s
Tests
UDP port 3478 to Igtservice-web.wbx2.com
UDP port 5004 to Igtservice-web.wbx2.com
74.50 ms
1.04 ms
16.74 ms
0.14%
0.09%
4.25 Mbits/s
1.75 Mbits/s
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