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enable o configure terminal (conft)
configure terminal AR VREAN

crypto pki trustpool import url http://www.cisco.com/security/ 9 crypto pki trustpool import
pki/trsfios.p7b aARVEEAD
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parameter-map type opendns global o O <API TOKEN> |& 12-1)
token <API TOKEN> DATYv7OTIE—Lfcb—2
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enable

configure terminal

parameter-map type opendns global
token AABBAS9A0BDE 1485C912AFE47295264 100 1EEECC
local-domain dns_bypass

udp-timeout 25 (The range is from 1 to 30 seconds).
dnscrypt
public-key key (Key should contain only hexadecimal digit).
resolver ipv4 10.1.1.2

exit
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Device# configure terminal

Device(config)# parameter-map type regex dns_bypass
Device(config)# pattern www.fisco.com

Device(config)# pattern .*engineering.fisco.*

_Attach the regex param-map with the OpenDNs global configuration as shown below:_

Device(config)# parameter-map type openness global
Device(config-profile)# token AADDD5FF6E5 1082892 1A20C9B98EEEFF
Device(config-profile)# local-domain dns_bypass
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Router#t show opendns config

ALl

Open DNS Configuration

Token: AAAAAD288BA440D10E207350339F497A001CCBBB
LLocal Domain Regex parameter-map name: NONE
DNSCrypt: Not enabled
Public-key: NONE
Timeout: NONE
Resolver address: NONE
Open DNS Interface Config:
Number of interfaces with “opendns out” config: 1
1. GigabitEthernet0/0/1
Mode : OUT
Number of interfaces with “opendns in” config: 1
1. GigabitEthernet0/0/0
Mode :IN
Tag - test1
Device-id: ...Pending...

Device#t show opendns deviceid

HA
Device registration details

Interface Name Tag Status Device Id
GigabitEthernet0/0/0 test REQ QUEUED =

GigabitEthernet0/0/0. 1 test498 200 SUCCES 010af8cde579a997
GigabitEthernet0/0/0.2 utah-win-intf 200 SUCCES 010a0a25d20088b8
GigabitEthernet0/0/0.3 utah-win-intf 200 SUCCES 010a0a25d20088b8
GigabitEthernet0/0/0.4 mydevice_tag REQ QUEUED =
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Device#t show opendns dnscrypt

7 -

DNSCrypt: Enabled
Public-key: B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04:BFAB: -
CA43:FB79
Certificate Update Status:

Last Successful Attempt: 10:55:40 UTC Apr 14 2016

Last Failed Attempt: 10:55:10 UTC Apr 14 2016
Certificate Details:

Certificate Magic: DNSC

Major Version: 0x0001

Minor Version: 0x0000

Server  Public-key:  ED19:BFBA:FAFC:9257:DFDC:68C7:69BF:AC24:94CD:743F:3C-

1D:4966:134D:FE2C:4BDC:F315

Query Magic: 0x717744506545635A

Serial Number: 1435874751

Start Time: 1435874751 (22:05:51 UTC Jul 2 2015)

End Time: 1467410751 (22:05:51 UTC Jul 1 2016)

Client Public key: 106AE7C2373E5EAG68FFI0FDA116912D67AF 1675 1F3EEABCB5D8CAADS65D-
8A44E
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VINITT A A—=VlF Cisco.com TR TVO—RTEXT, ISR DT7Zva ABUANDT Y
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RDOTVTIVEREIE |0S XE A A=D%T7 Vv T L—R T 2HED—HFITY,

Devicet#t copy tftp: flash:

Address or name of remote host 0110.10.20.207

Source filename [isr43000penDNS.bin0?

Destination filename Oisr43000penDNS.bin0?

Accessing t ftp://10.10.20.2/isr43000penDNS.bin ...

Security Configuration Guide: Cisco Umbrella Branch
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Restrictions for Cisco Umbrella Branch

Loading isr43000penDNS.bin from 10.10.20.2 (via GigabitEthernet0/0/1):

0OK 509907627 bytesl
509907627 bytes copied in 414.230 secs (1230977 bytes/sec)
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Device#t upgrade rommonitor filename bootflash:rommon_isr_usd_rel_ios_package_SSA.bin16_2_1r
RO Chassis model ISR432 1/K9 has a single rommonitor.
Upgrade rommonitor

Target copying rommonitor image file

selected : 0

Booted : 0

Reset Reason: 0

Info: Upgrading entire flash from the rommon package
4259840+0 records in

4259840+0 records out

262144+0 records in

262144+0 records out

655360+0 records in

655360+0 records out

4194304+0 records in

4194304+0 records out

File is a FIPS ROMMON image

FIPS1403 Load Test on has PASSED.

Authenticity of the image has been verified.

Switching to ROM 1

8192+0 records in

8192+0 records out

Upgrade image MD5 signature is b702a0a59a46a20a4924f9b17b8f0887
4259840+0 records in

4259840+0 records out

4194304+0 records in

4194304+0 records out

4194304+0 records in

4194304+0 records out

262144+0 records in

262144+0 records out

Upgrade image MD5 signature verification is b702a0a59a46a20a4924f9b17b8f0887
Switching back to ROM 0

ROMMON upgrade complete.
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TyvTIL—RHET LIS, ISR ZBEiEELEd, show platform 1< >/ R7&R{7LC. ROMMON D77y
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® Cisco Umbrella Support (FAQ % &)
https://support.umbrella.com/hc/en-us

® Cisco Umbrella Documentation (v b7 v 7 A4 Fix&)
https://docs.umbrella.com/product/umbrella

©2017 Cisco Systems, Inc. All rights reserved.
Cisco, Cisco Systems, 5& U Cisco Systems 1 =&, Cisco Systems, Inc. 7213 Z OBLHEEOKE S K G2 OMO—E ORI BT 2 ShkiaiE & 723wk cd.
AEBE XY 2 T A MR EN TV 2 Z OO W ENORERIEOMETT .

[78— k9 —1 7zl Mpartner) &5 HREOMAIK Cisco LAkl & DD/ S— b F— v THRZEKT 2D TEH D A, (1502R)
COEROFCIANAG 2017 45 6 ABHEDEDTT,
COBERICRIRENIAL R P E R LR BHAN B £,

BEWVWEDER
v §

CISCO  AIvAFLRERRH
T107 - 6227 RREAEXFFRI-7-1 2V 2D 27—
http://www.cisco.com/jp

1292-1706-02A-TO



